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Decision tool: Does Research/Data Require HIPAA Protections?

FSU College of Medicine

Does your research or 

data involve health 

information?

Will it contain any of the 

18 HIPAA identifiers?

These data are 

PHI and require 

HIPAA 

protections

HIPAA does 

not apply

Has the data required 

HIPAA protections in the 

past when held by a 

previous entity?

18 HIPAA Identifiers
 Name

 Address (all geographic subdivisions 
smaller than state, including street 
address, city county, and zip code)

 All elements (except years) of dates 
related to an individual (including 
birthdate, admission date, discharge 
date, date of death, and exact age if over 
89)

 Telephone numbers

 Fax number

 Email address

 Social Security Number

 Medical record number

 Health plan beneficiary number

 Account number

 Certificate or license number

 Any vehicle or other device serial number

 Web URL

 Internet Protocol (IP) Address

 Finger or voice print

 Photographic image - Photographic 
images are not limited to images of the 
face.

 Any other characteristic that could 
uniquely identify the individual

Do you have signed 

consents from every 

individual waiving their 

HIPAA rights and 

protections?

Yes

Yes

No

No

No

No

Yes

Start

Yes

Questions?  Drop a line to the CoM Compliance Officer for a quick response!

Denis Burns – denis.burns@med.fsu.edu (850) 644-3648
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