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Decision tool: What kind of data do I have?

FSU College of Medicine

Start

Questions?  Drop a line to the CoM Compliance Officer for a quick response!

Denis Burns – denis.burns@med.fsu.edu (850) 644-3648

Does your data contain:

 A person’s name along 
with other identifying 
information (DL#, SSN, 
Health data, account 
number, Passport #, etc.)

 Anything designated as 
protected health 
information (HIPAA)

 Any student information 
that is not designated 
‘directory information’

 Any information 
concerning human 
research subjects 

 PII of law enforcement 
personnel

 FSU emergency response 
plans or information

 FSU IT security or 
infrastructure data

 FSU building plans or 
blueprints

 Computer passwords or 
security codes

 Any financial account 
information (card #, 
account #, etc.)

 Sealed bids, proposals, 
etc. from competitive 
solicitations

 Biometric information

 Research data that is 
sensitive, related to 
sponsorships/funding, 

 FSU attorney-client 
communications and 
work product

 Unpublished grant 
proposals, research 
information, 
manuscripts, and 
correspondence 

 Information controlled or 
classified by government 
agencies as secret or 
above

Does your data contain:

 Fully de-Identified 

information used in 

research (all 18 

identifiers!)

 Standard Email 

correspondence

 Budgetary, departmental, 

or University planning 

information not deemed 

Protected

 Purchasing – Responses 

to solicitation requests

 Campus attorney-client 

communications

 University's investment 

information

 Personal notes on 

students held by faculty/

staff that are not 

considered part of a 

student’s official record

 Library transactions (e.g., 

circulation, acquisitions)

 Private funding 

information

 Course evaluations

 Academic course exams

 Information from research 

germane to intellectual 

property not categorized 

as “Protected”

 Restricted-Use 

Contractual Information

 Trade secrets or 

intellectual property such 

as research activities

 FSU employee’s name 

along with other 

identifying information 

(DoB, address, personal 

contact info, 

demographics, 

evaluations, etc.) 

Does your data only 

contain:

 Student 

information 
classified as 
‘directory 
information’ by the 
Registrar

 Financial 

information on 
public sponsored 
projects

 General 

information public 
websites

 Official statements 

and press releases

 Course 

information/
materials/syllabi

 Research 

information that 
has been 
de‐identified in 
accordance with 
applicable rules

 Published research

 Public-Use 

information

 Directories

 Maps

 Faculty/Staff 

information not 
protected under 
F.S. 119.071 
including: (EMPLID, 
FSUSN, Name, 
Email address, Title, 
Department, Listed 
telephone 
number(s)

No No

Your data is classified as

Protected
 under FSU guidelines

Your data is classified as

Private
under FSU guidelines

Your data is likely 

classified as

Public
under FSU guidelines

Check with the Unit 

Privacy Coordinator to be 

sure

Yes Yes Yes
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